Digitally Signing Emails (Windows)

Setting up Outlook for Signing

In your Outlook client, switch to the File tab.
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Select Options in the left navigation bar.
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Change settings for this account or set up mare
connections.

Access this account on the web.
https://email.digicert.com/owa/

Change

Automatic Replies (Out of Office)

Use automatic replies to notify others that you are out of office, on vacation, or
not available to respond to e-mail messages.

Mailbox Settings

Manage the size of your mailbox by emptying Deleted ltemns and archiving.

1002 MB free of 3 GB

Rules and Alerts

Use Rules and Alerts to help organize your incoming e-mail messages, and receive
updates when items are added, changed, or removed.

Manage Add-ins
Manage and acquire Web Add-ins for Outlook.



Select Trust Center and then click the Trust Center Settings button.

Outlook Options >
General
Help keep your documents safe and your computer secure and healthy.
Mail
Calendar Security & more
People Visit Office.com to learn more about protecting your privacy and security.
Tasks Microsoft Trustworthy Computing
Search
Microsoft Outlook Trust Center
Language
The Trust Center contains security and privacy settings. These settings help keep your 5
Advanced computer secure. We recommend that you do not change these settings. Trust Center Settings...
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Select Email Security and make sure the following two options are checked:

® Add digital signature to outgoing messages
® Send clear text signed message when sending signed messages (without this some web based clients like OWA and Gmail display
your emails)

The Default Setting should be pre-populated with your certificate. If it IS, click OK and you're properly setup to automatically sign all outgoing
messages. If it isn't, click the Settings button and continue to the next step.
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Encrypted e-mail

E_ [ ] Encrypt contents and attachments for cutgoing messages

Add digital signature to outgeing messages

Send clear text signed message when sending signed messages
[ ] Request S/MIME receipt for all 5/MIME signed messages

Default Setting: | My S/MIME Settings (F " - “@digicert.com) | v | E

Digital 1Ds (Certificates)

|" = | Digital IDs or Certificates are documents that allow you to prove your identity in ele
| Publishto GAL.. | |mport/Export... | | Get a Digital ID...

Read as Plain Text

[ ] Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

(] Allow script in shared folders
] allow script in Public Folders

If your cert was not shown/available in the Default Settings option, and you clicked the Settings button to find your cert, click Choose next to Si

gning Certificate.



Security Setting Preferences
Security Settings Mame:
DigiCert Client Cert -
Cryptography Format: | 5/MINME

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
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Once you click Choose, you'll need to select your cert from the popup window and click OK.
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Select a Certificate

John Tanner
Issuer: DigiCert Assured ID CA-1
Valid From: 8/14/2012 to 11/13/2015

Click here to view certificate prope...
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Now select SHA256 under Hash Algorithm, check the box at the bottom of the window labeled Send these certificates with signed messages
, and click OK. You're now ready to send emails that are automatically signed, and choose to encrypt specific emails if you choose to.
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Security Settings Name:
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Encrypting specific emails is as easy as going to the OPTIONS tab when typing a new email and clicking the Encrypt option, Sign should be
selected by default, which is what you want. However, you can choose to unselect it if you need to send an email that isn't signed.
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ﬂ See more about John Tanner.
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