
Digitally Signing Emails (Windows)

Setting up Outlook for Signing
In your Outlook client, switch to the   tab.File

 

Select  in the left navigation bar.  Options



 

Select  and then click the buttonTrust Center   Trust Center Settings  .

 

Select  and make sure the following two options are checked: Email Security

Add digital signature to outgoing messages
Send clear text signed message when sending signed messages (without this some web based clients like OWA and Gmail display
your emails)

The   should be pre-populated with your certificate. If it IS, click OK and you're properly setup to automatically sign all outgoingDefault Setting
messages. If it isn't, click the  button and continue to the next step. Settings



 

If your cert was not shown/available in the  option, and you clicked the  button to find your cert, click  next to Default Settings Settings Choose Si
.  gning Certificate



 

Once you click , you'll need to select your cert from the popup window and click .Choose OK

 

Now select  under , check the box at the bottom of the window labeled SHA256 Hash Algorithm Send these certificates with signed messages
, and click . You're now ready to send emails that are automatically signed, and choose to encrypt specific emails if you choose to. OK



Encrypting specific emails is as easy as going to the  tab when typing a new email and clicking the  option,  should beOPTIONS Encrypt Sign
selected by default, which is what you want. However, you can choose to unselect it if you need to send an email that isn't signed. 
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