Digitally Signing Emails on Android (Samsung)

You can only install your client cert and sign emails with the default email app. Other third party apps exist that support it, but they
are paid apps and not covered here. Ensure you have setup your email account in the default app as an “Exchange” account type
because POP or IMAP don’t allow signing of emails.

Exporting your client certificate from Firefox
Before you can begin installing your certificate on either an iPhone or Android device, you need to export your
certificate and email it to yourself. The following video shows how to accomplish this step.

https://youtu.be/Ndblme8BvuY

Installing your client certificate

The following steps assumes that you already have your certificate exported and emailed to yourself in some
way, either because you followed the steps in the previous video or because it was emailed to you, along with
the certificate password.

1. Find the email message you sent to yourself with your client certificate attached, click on it to view the
message, select the certificate attachment, and click PREVIEW.
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2. Enter the password you created for the certificate when you exported it and emailed it to yourself, and
click OK. Then, enter a name for the certificate, ensure it’s being used for VPN and apps, and click OK.

You should then be presented with a message stating that the cert was installed successfully.
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Extract certificate

Enter the password to extract the certificates.
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3. Once your certificate has been successfully installed, return to your Inbox, click on the menu button in

the top right, and click on Settings.
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4. From the Settings menu, click on Manage accounts, and then on your DigiCert account. It will be
shown as whatever you chose to name it when you set it up.
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General settings

Display

Set how emails are shown in the email list and when you open them.

Default display

Select what is shown after you have moved or deleted emails.
Priority sender settings

Spam addresses
Edit the list of senders and domains registered as spam.

Delay email sending
off

Split view mode

Turn on split view on landscape screen.

5. Click on MORE SETTINGS and then click on Security options.
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Data usage

Signature

On Auto download attachments
Automatically download attachments when connected to a Wi-Fi D
network.

Out of office settings

Exchange ActiveSync settings

Default account

Set this account as the default for sending emails.

Folder sync settings
Password
Edit your password.

Period to sync Calendar
All calendar

Notification settings
Empty server trash
Email notifications

Receive status bar notifications when emails arrive. X
In case of sync conflict

Server has priority
Notification sound

esinay Security options
Set advanced email security options.
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6. From the Security options page, turn on Sign all outgoing emails. Now, select your newly installed
client certificate for both the Email encryption cert and Email signing cert and click ALLOW after

you’ve selected the correct certificate. Do NOT select the Encrypt all option!
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CANCEL DONE

Select certificate

Security options Email has requested a certificate. Agreeing to

this request will allow the application to use
this certificate with servers from now on.

Encrypt all D
Encrypt all outgoing emails.
2018DougNewton
E=doug.newton@digicert.com,CN=Doug
Encryption algorithm Newton,0=DigiCert,L=Lehi,ST=Utah,C=US

3DES

X X " DougNewton-DigiCert
Sign all outgoing emails E=doug.newton@digicert.com,CN=Doug
Add a digital signature to all the emails you send. Newton,0=DigiCert,L=Lehi,ST=Utah,C=US

Sign algorithm DougNewton

SHA1 E=doug.newton@digicert.com,CN=Doug
Newton,0=DigiCert,L=Lehi,ST=Utah,C=US

Email encryption cert

e DougNewton-DigiCert
E=doug.newton@digicert.com,CN=Doug
Newton,0=DigiCert,L=Lehi,ST=Utah,C=US

Email signing cert
DougNewton-DigiCert

You can install certificates from a PKCS#12
file with a .pfx or .p12 file extension.
Security policy list

INSTALL

DENY ALLOW

7. Return to your Inbox and you will notice that you now have a little ribbon icon indicating that an email
has been signed. If no ribbon icon is shown on the message, it is not digitally signed.
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